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Zero-Sum Defender: Fast and Space-Efficient Defense against
Return-Oriented Programming Attacks∗

Jeehong KIM†, Inhyeok KIM†, Changwoo MIN††, Nonmembers, and Young Ik EOM†a), Member

SUMMARY Recently, return-oriented programming (ROP) attacks
have been rapidly increasing. In this letter, we introduce a fast and space-
efficient defense technique, called zero-sum defender, that can respond
against general ROP attacks. Our technique generates additional codes,
at compile time, just before return instructions to check whether the ex-
ecution has been abused by ROP attacks. We achieve very low runtime
overhead with very small increase in file size. In our experimental results,
performance overhead is 1.7%, and file size overhead is 4.5%.
key words: return-oriented programming, malware defense, software se-
curity

1. Introduction

Return-Oriented Programming (ROP) [1] subverts the nor-
mal execution flow of a program by chaining together ex-
isting code sequences(gadgets), each of which ends with
return instruction. ROP can perform arbitrary computa-
tion based on gadgets, i.e., it is Turing-complete. Since ROP
attacks can occur with any code injection and code modifi-
cation, defending ROP attacks is very difficult. To this end,
ROP attacks are becoming pervasive in various architectures
and systems.

To isolate ROP attacks, various defense techniques
have been proposed, which can be classified into three cat-
egories. First, dynamic instrumentation approaches analyze
the code at runtime to determine whether the gadgets have
been injected. While they can support arbitrary programs
without source code, they have large runtime overhead [2].
Second, randomization approaches scatter the virtual ad-
dress mapping of every process [3] and every instruction
[4] at load time. Although they provide a high degree of
entropy, their applicability is limited due to high process-
ing overhead. Moreover, since they have limitations on ran-
domizing dynamic libraries, some unrandomized codes can
be abused for attacks. Finally, compiler-based approaches
put impediment codes in the binary at compile time. Their
runtime overhead is very low by simply replacing the return
addresses with the index of return address table [5] or en-
crypting the return addresses with pushing a random cookie
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[6].
However, existing approaches require to modify all as-

sembly routines (x86) manually [5] or impose too much file
size overhead (about 30%) [6].

In summary, the previous work has many limitations
such as high performance overhead, high file size overhead,
and restricted defense in scope.

In this letter, we propose a novel ROP defense tech-
nique, zero-sum defender, which does not have the previ-
ously mentioned limitations. In order to defend ROP at-
tacks, our approach counteracts the fundamental behavior
of ROP attacks — return without call — by testing whether
or not the number of calls and returns is zero-sum.

2. Zero-Sum Defender

Our zero-sum defender is a compiler-based defense scheme
against ROP attacks. It has very low runtime overhead and
file size overhead without limiting the types of defendable
gadgets. In this section, we will discuss the design and im-
plementation of our scheme.

2.1 Design

The organizational unit of an ROP attack is the gadget. Each
gadget is a small part of the existing code that ends with
return instruction, ret in x86 architecture. An ROP attack
manipulates return addresses in a call stack and hijacks the
program control flow from one gadget to another gadget [1].
An attacker can synthesize any malicious behavior by chain-
ing a series of gadgets. The fundamental property of gadget
execution is that the control flow starts in the middle of a
function without call instruction and ends with a return
instruction.

Figure 1 illustrates the overview of our zero-sum de-
fender, which exploits the fundamental property of gadget
execution. In normal operations, the control flow starts from
the beginning of a function and returns to the caller at the
end of the function. Therefore, the number of calls should
be same as that of returns. When a vulnerable program is
offended by ROP attacks, the number of calls may not be
equal to that of returns since gadget execution starts in the
middle of the function without call instruction. As shown
in Fig. 1, we track whether the number of calls matches with
that of returns by increasing a control variable, call level,
by 1 at a function entry and decreasing it by 1 at a func-
tion exit. In our zero-sum defender, the simple test to de-
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Fig. 1 Overview of zero-sum defender in x86 architecture.

termine whether or not the call level is negative can be
used for detecting ROP attacks. Listing 1 and Listing 2
show an example of how our approach actually generates
additional ROP detection codes for a function, foo(), in
x86 architecture. In Listing 2, the shaded texts are newly
inserted codes for detecting ROP attacks. In our example,
we forcibly terminate a process when an ROP attack is de-
tected at jne instruction. Therefore, the zero-sum defender
completely blocks the abused return execution in a gadget
sequence. Moreover, since our approach add only five in-
structions for each function, its performance overhead and
file size overhead are very low.

Listing 1: Original foo()
sub $0xc, %esp

movl $0x0, 0x8(%esp)

call 80483c0 <bar>

xor %eax, %eax

add $0xc, %esp

ret

Listing 2: Zero-sum-defended
foo()

sub $0xc, %esp

incl 0x804a01c

movl $0x0, 0x8(%esp)

call 80483e0 <bar>

xor %eax, %eax

add $0xc, %esp

decl 0x804a01c

xor %al, %al

test %al, %al

jne 8048450 <main+0x30>

ret

2.2 Implementation

Even though the key idea behind the zero-sum defender is
simple, several implementation issues arise for wider cov-
erage and security. First, when multiple threads execute a
function, updating the control variable, call level, could
be interfered by the concurrent execution, and there is a
possibility of making an incorrect decision. To safely sup-
port multi-threaded applications, we represent call level
as a thread-local variable. Next, the control variable could
also be dealt by malicious codes. We adopt a randomization
technique to increase entropy and avoid such attacks. Now,
the control variable is represented as a thread-local array
and we use only one randomly selected slot in the array. As
illustrated in Fig. 1, the randomized slot index, rsi, is calcu-
lated once at the beginning of the main function. The degree
of entropy is controlled by changing the array size.

In this section, we described the design and implemen-
tation of our zero-sum defender. Our scheme can impede
mutated ROP attacks such as JOP [7] in a similar way. We
omitted the details on how to deal with the mutated ROP
attacks due to space limitation.

Fig. 2 Normalized performance and file size overhead.

3. Evaluation

We implemented zero-sum defender as a transformation
pass of LLVM 3.2. We ran SPEC CPU INT 2006, which is a
CPU-intensive performance benchmark suite, on a 3.4 GHz
Intel Core i7 machine with Linux kernel 3.2. We measured
the performance overhead, how much binary file size is in-
creased, and whether zero-sum defender prevents the real-
world ROP exploit. A baseline for comparison is a run with-
out the zero-sum defender. The performance overhead of
the dynamic instrumentation approach [2] is 217% on aver-
age. The file size overhead of the randomization approach
[4] and compiler based approach [6] is 73% and 30%, re-
spectively, on average. Figure 2(a) shows that the zero-sum
defender has only 1.67% performance overhead on average.
Also, Fig. 2(b) shows that the size of binary file is increased
by 4.50% on average. Our experimental results show that
the performance overhead and file size overhead of zero-
sum defender are significantly lower than the state-of-the-art
works. To verify whether zero-sum defender prevents real-
world ROP exploits, we tested ROPEME [8], which exploits
a buffer overflow vulnerability. ROPEME first searches gad-
gets in vulnerable program, and thereafter overwrites ret in
the gadget to procedure linkage table (PLT) of strcpy(),
transfers bytes of the address in system() into global offset
table (GOT) of printf(), and executes it. The shell code
obtains the root privilege. Our zero-sum defender success-
fully obstructs the abused return execution when printf() is
called.

4. Conclusion

Recently, ROP attacks have become more prevalent. In
this letter, we proposed a fast and space efficient zero-sum
defender against general ROP attack. Compared to prior
works, the zero-sum defender significantly reduces the per-
formance overhead and file size overhead with invincible
security. Our experiments show that the overhead of our
approach is negligible: performance overhead is 1.67% and
file size overhead is 4.50%.
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